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Operating Manual apply to all securlty aspects of this effort)
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1. CLEARANCE AND SAFEGUARDING

s FACKITY CLEARANCE REQUIRED
Secret

b. LEVEL OF SAFEGUARDING REQURED

Ciassitieq materla) received OF panoraxad under

(Preceding COMIACT wimber) 16 TranatelTed Lo this folios~on cantract.

Secret

2 TS SPECIRCATION IS FOR: (X and compiog a8 appiicaoes) 1. TreS SPECIRCATION 15: (X and a8

2 PRAJE CONTRACT NUMBER 2. ORIGNAL {Campicie asze In aff cases) DATE (YYYYMMDO)
X X 20031211

b SUBCONTRACT NUMBER b. REVWSED (Superssass | Rewssion Number DATE (YYYYMMDD)

o proviows specy)

< SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMAOD) [ Mmunﬂnha-ﬂ DATE (YYYYUMDD)

N00421-03-R-0056
¢ 16 THS AFOLLOW-ON CONTRACT? | Yes [ X [ %0 HYES, comples e olowing:

S 5 TivS A RNAL DD FORM 2547

T ]=

1N 165pORE0 10 TG CONLrACIOrs request daled

¥ YES, compiees (o 1ouowing.

rezonzion of tho iaentfied classtfied mazenal s BUtCrzed 1of The parlod of

[} mm&mmmmgggmg

¢ COGNZANT SECURITY OFFCE (Nama. Addheag and 21p Locl}

s NAME, ADDRESS, AND 2P CODE b CAGE CODE
FOR BIDDING PURPOSES ONLY; NOT
VALID FOR ACTUAL CONTRACT
7. SUBCONTRACTOR
& NAME, ADDRESS, AND 22 CODE o CAGE CODE ¢ COGMIZANT SECURITY OFFICE (Nat, Address, ana Zp Cocdo)
8. ACTUAL PERFORMANCE
8 LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFACE (Neme, Adaress, and Zp Code)

. GENERAL IDENTIRCATION OF TrtS PROCUREMENT

COR: Peter Babuchiwski, (301) 342-1245 (V),

(301) 342-1232 (F)

Provide reliability, maintainability and system safety support to the Systems Engineering Competency.

0. THES CONTRACT WiLL REGURRE ACCESS 10 YE5 T NO | 11, S PEFFORMING TV CONTRACT, THE CONTRACTOR Wii: YEs | NO
2 COMMUNICATIONS SECURITY {COMSEC) X 4 MAVE ACCESS TO CLASSIRED INFORMATION ONLY AT ANOTHER X

INFORMATION CONTRACTORS Fi ORA ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢ CRINCAL MUCLEAR WEAPON DESIGN INFORMATION X ¢ RECEIVE ARD GENERATE CLASSIRED MATERIAL X
4 FORMERLY RESTRICTED DATA X Q. FABRCATE, MODIFY, OR STORE CLASSIFED HARDWARE X
¢ INTELLIGENCE INFORMATION: ¢. PERFORM SERWICES ONLY X
™ (1) SENGITIVE COMPARTMENT IFORMATION (SC1) X | - MAVEACCESSTOUS 5 WFORMATION OUTSIOE THE US, PUERTO | 3

us AXD TRUST TERRITORES
2) NONSCQ X | ¢ 86 ALUTWORIZED YO USE THE SERVICES OF DEFENSE TECHNICAL X
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRBUTION CENTER
. SPECIAL ACCESS INFORMATION X | * REQUIRE A COMSEL ACCOUNT X
g NATO NFORRATION X L HAVE TENPEST REQUIREMENTS X
n FOREIGN GOVERNMENT INFORMATION X ] HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
L LAMTED DISSEMINATION INFORMATION 'd & BE AUTHORIZED TO USE TRE DEFENSE COURIER SERVICE X
;. FOR OFRACIAL USE ONLY INFORMATION X L OTHER [Spectty)
& OTHER (Spectty)
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12 PUBLIC RELEASE. Al InSormation (ciassied ar un Derining to Uus COPRract Shall RGE D6 reipdaed for public GISeMINITON SLcegX & RIOVIGES Dy T NGUSTial Secuty
Manual or oniess It Nas heon 8pRoved 1of pubiic reloase Dy PRropRate U.S. goverment aanartty. Froposes public ralaases snall 06 submAma for appxoval priar 10 releace
Durect [E Througn (Specity?
COMMANDING OFFICER, NAWCAD/NAS PAO
UNIT NASAD, BLDG 409
22268 CEDAR POINT ROAD
PATUXENT RIVER, MARYLAND 20670-1154
(301) 342.7710
o e Dirscioraie for Freedom of kformation and Securtty Reviow, Omfice of the Assisian] SecurNy of Detense (Putic Affsirs)” for roview.
*in e ca0e of non-DOD User Yor disciosure shall ba submirted o That 3
13. SECURITY GUIDANCE. The sacurity ctassificanion guidance Mo for this casefied offort is icantiied Deow. i any dificulty (5 SRCOURISVEd In applying This guidance or I ity other
contritating factor indicates & nead 1or changss In this guidancs, e Coracton It aRONZed Nd eNCouraged 10 provide recammandod changes; 1o Chalienge the GUICaNce of e
Glasalficarian axsignad to any information oF Bsaonal Ravished o GERErsted undor This CONTACE, and 10 SubMIX Sty Quosions for interprezacion of Tis GuiGENCS o the offical idenafied

below. Ponding finar gecision, the irformation invalved Snal De NaNGied and protectasd & 0w higAes! 1oval of classfication SSSIQNGD OF recommenaed. (FIN I 5 ARRIORAISES fof the
cussflied effort ATLach, or foreard undor SAPEIe COMBSPONKONCE, By GOCUMINRL\RUIOSK/SXIaCTS referonced harsin. Aad aIiionz! pRgEs 88 NEENR0 10 provids compies gukiancy.)

Review of or access to proprietary information from other contractors will be required. Personnel invoived In the project will be
required to sign 3 Nondisclosure agreement. Contractors will be required 1o be custodians on Government sacurity containers.
Tralning will pe provided by the Govemment Contact the COSR listed in block 16 10 schedale training.

10a - A fingl U.S. Gavernment clearance, at the appropriate level, is required priar to access to COMSEC. Written approval of the
Contracting Officer Is required prior to subconmracting.

10g - There is no valid requirement for access to NATO far performance on this contract. hawaver, in order to facliitate future
potental access to NATO classified Information, all DaD millitary, civillan and contractor personnel who are briefed on thelr
responsibilities for protocting U.S. classified military Information shall be brefed on the requirements for protocting NATO
information, per Deputy Under Secretary of Defense (Policy Security) memo of 5 Dec 01. A final U.S. Gavernment clsarance, at the
appropriste level, Is required for access 1 NATO information. Written approval of the Contracting Officer is required prior
subcontracting.

10h- Accacs 1o AV-8B program relating to the British Government. A final L.S. Government clearance, at the approgriate level, is
required for access to classified foreigh govemment informauon. Wriren appraval of the Contracting Officer is required prior to
subcontracting.

10j - For Officlal Use Only information generated and/or provided under this contract shall be safeguarded and marked as specifiea
in DoD 5400.7-R, chapters 3 and 4, attached.

110 — Any classifled Information generated in perfonmance of this contract shall be classified according to the markings shown an
e source material.

117 - Generation and/or storage of U.S. classified Information oversaas is not authorized.

11g- The contractor snali prapare and process a DO form 1540 through the COR and COSR (for security matiers) to request DTIC
services.

11j- The contractor shall devesop, implement and malntain a facility level OPSEC program to protect cisssifled and sensitive
unclassified information 10 be used at the contractar facility during the performance of this contract, contract data requirements list
(CORL) and data item description (DID) attached. The OPSEC pian shall be submitted to NAWCAD 7.4.3 within 90 days of contract
award for acceptance and approval. White performing aboard NAWCAD sites, the contractor shall comply with the provisions of
NAWCADINST 3432.1; at all other siss, the contraczor shall comply with the local command and/or rar OPSEC plan.
14 ADDITIONAL SECURITY REQUIREMENTS. Hequiremevtts, in aadion to NISPOM requiramonts, ars sstaiishad for this conact. (i Yes, iaendly X YES NO
s PNk CONrActll CLALESS th The CONTTACE GOCMART Ryall, Of KrovVIe &N APPORMJe GEREMSNT WALCH identfies The samonal requirarments.
Provide u copy of e requiremernss © the cognzait secutly office. Usa em 13 ¥ anakional space |8 neadec.)

SEE BLOCK 13.

15 INSPECTIONS. Eiomams of this comract are outsiOs the (SPECTION responslbiiry of e COGAIZENE socatty offics. {f Yes, axplain end idenary Yes | X [
SPecitic arsas or elemonts carved oul and the activity reapansiole for inspectors. Use item 13 N addirional space is nesded) l

NONE
% csurzaﬁugﬁummm Securmy requuiremeres statad hereln §re Compiete a Maoquats for safeguarding e cisaifiod INforaTadon 10 De relesssd 07 gENerBad undier this

shall be relafred 1 Ma AeMaa Dslow.
& TYPED NAME OF CERTIFYING OFRICIAL b. TME ¢ TELEPWONE (inciude Ases Code)
CRYSTAL L. LORD CONTRACTING OFFICER'S SECURITY (301)342-1778 - VOICE

REPRESENTATIVE (COSR (301)342-1764 - FAX

@ ADDRESS (incice Zp Cade) 17. REQUIRED
COMMANDER X OR
22755 SAUFLEY ROAD, HANGAR 111, ROOM 2168 0. SUBCONTRACTOR -
NAVAL AIR WARFARE CENTER AIRCRAFT DIVISION X | & COGMZANT SECURITY OFFICE FOR PRIME AND S8UBCONTRACTOR
PATUXENT RIVER, MD 20670 @ U5 ACTMTY RESPONSIBLE FOR OVERSEAB SECURITY ADMIMSTRATION |
e SIGNATURE o. ADMIRSTRATIVE CONTRACTING OFRICER
Wﬁﬁw l&'ll 103 X |1 omensasnecessarv: COR, COSR
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